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Abstract 

Enterprises continue to see an exponential growth in the 
unstructured data that is proliferating across their primary 
storage systems. Customers realize that the majority of this data 
is seldom accessed; yet they cannot delete this data given the 
secure data retention requirements for business records. As 
organizations drive formal adoption of archiving, IT 
administrators need cost-effective ways to manage the archive 
storage, including secure data retention. This white paper 
introduces the EMC Data Domain Retention Lock software that 
provides immutable file locking and secure data retention 
capabilities to meet a broad class of corporate governance and 
compliance standards of archive data stored on Data Domain 
systems.  
 
May 2012 
 

EMC DATA DOMAIN RETENTION LOCK 
SOFTWARE 
A DETAILED REVIEW 
  
 



 2 EMC Data Domain Retention Lock  
A Detailed Review 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
Copyright © 2012 EMC Corporation. All Rights Reserved. 
 
EMC believes the information in this publication is accurate as 
of its publication date. The information is subject to change 
without notice. 
 
The information in this publication is provided “as is.” EMC 
Corporation makes no representations or warranties of any kind 
with respect to the information in this publication, and 
specifically disclaims implied warranties of merchantability or 
fitness for a particular purpose. 
 
Use, copying, and distribution of any EMC software described in 
this publication requires an applicable software license. 
 
For the most up-to-date listing of EMC product names, see EMC 
Corporation Trademarks on EMC.com. 
 
VMware is a registered trademarks or trademarks of VMware, 
Inc. in the United States and/or other jurisdictions. All other 
trademarks used herein are the property of their respective 
owners. 
 
Part Number h10666 



 3 EMC Data Domain Retention Lock  
A Detailed Review 



 4 EMC Data Domain Retention Lock  
A Detailed Review 

Table of Contents 

Executive Summary ....................................................................................... 5 
Audience ............................................................................................................................ 6 

Introduction ................................................................................................. 6 

Secure Retention of Archive Data ..................................................................... 6 
Governance Archive Data Requirements ............................................................................. 7 
Compliance Archive Data Requirements ............................................................................. 7 
Typical Deployment Environments...................................................................................... 8 

Data Domain Retention Lock Software Overview ................................................. 8 
Consolidate Governance and Compliance Archive Data ...................................................... 9 
File Locking Protocol......................................................................................................... 10 

Data Domain Retention Lock Governance Edition .............................................. 11 
System Management........................................................................................................ 12 

Data Domain Retention Lock Compliance Edition .............................................. 13 
“Dual” Sign-On Requirements .......................................................................................... 14 
Secure System Clock ........................................................................................................ 16 
Audit Logging ................................................................................................................... 16 
Compliance Standards ..................................................................................................... 16 
Technical Assessment ...................................................................................................... 17 

Supported Protocols .................................................................................... 18 

Considerations for Replication and Extended Retention ..................................... 19 
DD Retention Lock Governance and Replication................................................................ 19 
DD Retention Lock Compliance and Replication................................................................ 20 
DD Retention Lock and DD Extended Retention................................................................. 21 

Conclusion ................................................................................................ 22 

 
 



 5 EMC Data Domain Retention Lock  
A Detailed Review 

Executive Summary 
Across the industry, enterprises continue to see an exponential growth in the 
unstructured data that is proliferating across their primary storage systems.   
Customers realize that the majority of this data (as it ages with time) is not accessed 
often, yet they cannot delete this data because corporate governance and compliance 
standards mandate that data for business records must be securely retained for long 
periods of time (see Figure 1). As a result, companies are rapidly adopting formal 
archiving processes – so much so that the disk-based archiving market is forecasted 
to grow at a 61percent CAGR1

 

 from 2010 through 2015 – a growth rate higher than 
the general disk storage market.  

Figure 1: Archiving applications apply long-term retention attributes 

File and email data comprise the vast majority of the archive data that falls under 
strict retention guidelines. In addition, data retention policies continue to expand to 
include a greater variety of unstructured data types such as SharePoint, etc. For 
optimal storage efficiency and data protection, customers require an archive storage 
solution with: 

- Support for both governance and compliance archive data with multiple 
retention periods 

- Support for industry standard protocols for easy integration with leading file 
and email archiving applications 

- Deduplication technology that 

o Reduces the archive storage spend  

o Enables consolidation of backup and archive data on a single system 

o Enables offsite protection 

EMC Data Domain Retention Lock® (DD Retention Lock) software provides immutable 
file locking and secure data retention capabilities for customers to meet both 
corporate governance and compliance standards, such as SEC 17a-4(f). DD Retention 
Lock provides the capability for IT administrators to apply retention policies at an 
individual file level. This software enables customers to leverage their existing Data 

                                                 
1 ESG Research Report, Digital Archive Market Forecast 2010-2015, June 2010. 
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Domain appliances for backup and archive data by ensuring that archive data can be 
retained for long-term with data integrity and secure data retention.   

Audience 

This white paper is intended for EMC customers, technical consultants, partners, and 
members of the EMC and partner professional services community who are interested 
in learning more about the DD Retention Lock software option.  

Introduction  
Data Domain Retention Lock software provides immutable file locking and secure 
data retention capabilities to meet a broad class of corporate governance and 
compliance standards for archive data stored on Data Domain systems. This 
whitepaper explains the inner workings of both the Data Domain Retention Lock 
Governance edition and Data Domain Retention Lock Compliance edition.  

This white paper will illustrate, how this software can be used to  

• Co-locate both governance and compliance data having different retention 
periods on the same Data Domain system 

• Seamlessly integrate with your existing or new archiving application 
infrastructure 

• Advance the use of your Data Domain deduplication storage to store and 
securely retain archive data next to your backup data to gain further storage 
efficiency  

This paper describes customer use cases, gives a product overview, and covers the 
interaction with other enterprise features such as replication and extended retention. 
The flexible security enhancements made specifically for the DD Retention Lock 
Compliance further allows deployment of strict compliant archive data alongwith 
governance archive and backup data on the same Data Domain system. 

Secure Retention of Archive Data 
Unlike backup data, which is a secondary copy of data for recovery purposes, archive 
data is a primary copy of the data retained for long-term purposes. As data ages and 
is seldom accessed, this data should be moved to archive storage, where it can still 
be accessed, but no longer occupies valuable primary storage space.  

Archive data is usually stored long-term and occasionally retrieved as an individual 
file, email, or other piece of data. Since archive data is the primary copy of a data file, 
IT administrators must ensure that the integrity of the data meets corporate 
governance rules and regulatory compliance (e.g. SEC 17a-4(f), CFTC, etc.) standards.    
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Governance Archive Data Requirements 

Corporate governance standards for secure archive data retention are generally 
considered to be lenient in nature – allowing for flexible control of retention policies 
but not at the expense of maintaining the integrity of the data during the retention 
period. These standards apply to environments where the system administrator is 
trusted with his administrative actions. The storage system has to securely retain 
archive data per corporate governance standards and needs to meet the following set 
of requirements: 

• Allow archive files to be committed for a specific period of time during which 
the contents of the secured file cannot be deleted or modified   

• Allow for deletion of the retained data once the retention period expires 

• Allow for ease of integration with existing archiving application infrastructure 
through industry standard protocols such as CIFS and NFS 

• Provide flexible policies such as allow extending the retention period of a 
secured file, revert of locked state of the archived file, etc. 

• Ability to replicate both the retained archive files and retention period 
attribute to a destination site to meet the DR needs for archive data 

Compliance Archive Data Requirements 

The records retention requirements stipulated by the Securities & Exchange 
Commission (“SEC”) Rule 17a-4(f) that defines compliance standards for archive 
storage expressly allows records to be retained on electronic storage media, subject 
to meeting certain conditions.  Specifically, the conditions and requirements that an 
archive storage system must meet to be SEC compliant are: 

• Preserve the records exclusively in a non-rewritable, non-erasable format.  
Specifically, as defined in the Rule itself, this requirement “is designed to 
ensure that electronic records are capable of being accurately reproduced for 
later reference by maintaining the records in unalterable form.” 

• Verify automatically the quality and accuracy of the storage media recording 
process 

• Serialize the original, and if applicable, duplicate units of storage media, and 
the time-date for the required retention period for information placed on such 
electronic storage media 

• Store separately from the original a duplicate copy of the record stored on any 
medium acceptable under 240.17a-4 for the time required 

DD Retention Lock Compliance edition when deployed on the EMC Data Domain 
storage system meets all of the above-mentioned SEC requirements set forth in Rule 
17a-4(f), which expressly allows archive data to be retained on electronic storage 
media and meets compliance requirements. 
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Typical Deployment Environments 
The typical environments where secure retention of archive data is required are: 

• Archiving environments that are enforced for secure data retention 
requirements in line with corporate governance standards on existing or new 
archive data 

• Archiving environments, specifically in industry verticals such as financial 
services, finance and banking, healthcare and pharmaceutical firms, legal and 
law firms, that need to retain all file or email data in accordance with the strict 
retention requirements set forth by regulatory compliance standards (SEC 17a-
4(f), SOX, etc.)   

• Backup environments that are looking to store and securely retain archive data 
on the same deduplication based storage to drive further cost and storage 
efficiency across the complementary workloads of backup and archive 

• Environments where a net new end-to-end archiving solution is being 
architected and is required to easily integrate with leading archive 
applications – such as EMC SourceOne or Symantec Enterprise Vault 

• Organizations that want to reduce the primary storage footprint and spend by 
archiving inactive data off primary storage  

Data Domain Retention Lock Software Overview  
EMC Data Domain Retention Lock software allows backup and storage administrators, 
and compliance officers to meet data retention requirements for archive data when 
stored on a Data Domain system. DD Retention Lock software prevents files from 
being modified or deleted for a user-defined retention period.  Once the retention 
period expires, files can be deleted by the application, but cannot modified.  Files 
that are written to a Data Domain system but are not committed to be retained can be 
modified or deleted at any time.     

DD Retention Lock software comes in two editions – EMC Data Domain Retention Lock 
Governance edition and EMC Data Domain Retention Lock Compliance edition (see 
Figure 2).   

• DD Retention Lock Governance edition maintains the integrity of the archive 
data with the assumption that the system administrator is generally trusted 
and thus any actions taken by the system administrator are valid to maintain 
the integrity of the archive data.   

• DD Retention Lock Compliance edition is designed to meet strict regulatory 
compliance standards such as those of Security and Exchange Commission for 
17a-4 Records (SEC 17a-4(f)). 
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Figure 2: DD Retention Lock Governance edition and DD Retention Lock Compliance 
edition can coexist on the same Data Domain system. 

Consolidate Governance and Compliance Archive Data 

Customers are looking for a storage solution that can consolidate both governance 
and compliance archive data on a single storage system. They want the storage 
system to be very easy to configure with granular management with built-in protection 
to help prevent common administrators mistakes.  

To facilitate this consolidation and protection, the Data Domain Managed Tree 
(MTree) is used.  MTree(s) are user-defined logical partitions of the Data Domain file 
system that enable granular management of a Data Domain system. With the Data 
Domain Operating System 5.0 release, customers can enable DD Retention Lock 
software at an individual MTree level. With the Data Domain Operating System 5.2 
release, a Data Domain system with DD Retention Lock Compliance can be configured 
to have one or more MTree(s) as compliance MTree(s) and/or with DD Retention Lock 
Governance can be configured to have one or more MTree(s) as governance MTree(s) 
(see Figure 3). This enables both DD Retention Lock editions on the same Data 
Domain system2

This flexible deployment model allows customers to apply different retention periods 
for different types of archive data stored on MTrees (i.e. file, email, etc.) and meet 
both corporate governance and compliance standards on the same system.  

.    

                                                 
2 Note, that a single MTree cannot be configured as both governance and compliance at the same time. 
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Figure 3: Data Domain Retention Lock software allows customers to apply different 
retention policies specific to the archive data type. 

Customers enable DD Retention Lock Governance or DD Retention Lock Compliance 
software at an individual MTree level before any archive data or archive files stored on 
that MTree can be locked for a specific period of time. Before an MTree can be 
compliance enabled, the Data Domain system has to be configured for additional 
security measures. These measures ensure that administrative actions that could 
compromise the integrity of records are not under the control of just one 
administrative person. For specific instructions on configuring and enabling DD 
Retention Lock software, please refer to the EMC Data Domain Operating System 5.2 
Admin Guide. 

File Locking Protocol 

Once an archive file has been migrated onto a Data Domain system, it is the 
responsibility of the archiving application to set and communicate the retention 
period attribute to the Data Domain system. The archiving application sends the 
retention period attribute over standard industry protocols.  

The retention period attribute used by the archiving application is the last access 
time: the “atime”. DD Retention Lock software allows granular management of 
retention periods on a file-by-file basis. As part of the configuration and 
administrative setup process of the DD Retention Lock software, a minimum and 
maximum time-based retention period for each MTree (Managed Tree) is established. 
This ensures that the (atime) retention expiration date for an archive file is not set 
below the minimum or above the maximum retention period.   

Let’s consider an example – an archiving application stores an archive file on the 
Data Domain system and sets the last access time (atime) of the file to the desired 
retention time, that is, a point in time in the future at which the file may be deleted.  
The retention period (atime) specified for a file in the MTree must be equal to or 

https://my.datadomain.com/US/en/platform.jsp�
https://my.datadomain.com/US/en/platform.jsp�
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greater than the minimum retention period and equal to or less than the maximum 
retention period for that MTree.    

If the retention period from the archiving application is: 

• Less than the current date/time, or  
• Less than the minimum retention period per MTree, or 
• Greater than the maximum retention period per MTree 

Then an error condition (permission denied error, referred to as EACCESS - a 
standard POSIX error) will be returned to the archiving application thus 
providing additional protection. The only exception here is in the scenario where 
the retention period is less than the current time plus 12 hours (tolerance 
window), and then the atime update will be ignored without an error and the file 
will not be locked for secure retention on the Data Domain system.  

The archiving application must set the atime value and DD Retention Lock must 
enforce it to avoid any modification or deletion of files under retention of the file on 
the Data Domain system. For example, Symantec Enterprise Vault retains records for a 
user-specified amount of time. When Enterprise Vault retention is in effect, these 
documents cannot be modified or deleted on the Data Domain system. When that 
time expires, Enterprise Vault can be set to automatically dispose of those records.    

For specific best practices to securely retain archive data via Symantec Enterprise 
Vault on the EMC Data Domain system please refer to EMC Data Domain and 
Symantec Enterprise Vault Integration Guide. For EMC SourceOne, please refer to EMC 
Data Domain and EMC SourceOne Integration Guide. 

Data Domain Retention Lock Governance Edition  
DD Retention Lock Governance edition allows customers to maintain the integrity of 
the archive data with the assumption that the system administrator is generally 
trusted with all legal actions performed on the Data Domain system (see Figure 4).  

By enabling DD Retention Lock Governance edition on an MTree, IT administrators 
can: 

• Apply retention policies at a file level thereby locking the entire data set or a 
portion of the data set on the Governance enabled MTree for a specific period 
of time   

• Delete an archive file via an archiving application once the retention period 
expires 

• Change the default values of minimum and maximum retention periods per 
MTree   

o The default values of minimum and maximum retention periods are 12 
hours and 5 years respectively. 

• Extend the retention time of locked archive files 

https://my.datadomain.com/download/integration/h8064-data-domain-symantec-integration.pdf?fsearch=1&query=Enterprise+Vault&pagenumber=1&size=10&index=0&filterids=�
https://my.datadomain.com/download/integration/h8064-data-domain-symantec-integration.pdf?fsearch=1&query=Enterprise+Vault&pagenumber=1&size=10&index=0&filterids=�
https://my.datadomain.com/download/integration/h8274-data-domain-sourceone-ig.pdf?fsearch=1&query=SourceOne&pagenumber=1&size=10&index=1&filterids=�
https://my.datadomain.com/download/integration/h8274-data-domain-sourceone-ig.pdf?fsearch=1&query=SourceOne&pagenumber=1&size=10&index=1&filterids=�
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Figure 4:  A Data Domain system can retain both Backup and Archive data that has to 
be retained per the corporate governance policies. 

Locked files cannot be modified on the Data Domain system even after the retention 
period for the file expires. Archive data that is retained on the Data Domain system is 
not deleted automatically when the retention period expires; an archiving application 
must delete the file. 

With DD Retention Lock Governance edition, IT administrators can meet secure data 
retention requirements while keeping the ability to update the retention period 
should the corporate governance policies change.    

For example, an IT administrator might want to:  

• Revert the locked state of the retention lock files on a specified path name 
inside of an MTree 

• Delete an MTree enabled with DD Retention Lock Governance 

System Management 

Data Domain has designed an easy to use GUI in the DD Enterprise Manager to help 
administrators monitor archived data. Alternatively, administrators can use available 
system commands (CLI). 

Using the DD Enterprise Manager, customers install the DD Retention Lock 
Governance license on the Data Domain system and can then enable DD Retention 
Lock Governance.  DD Enterprise Manager provides the capability to update and 
modify the minimum and maximum retention period for MTrees. The DD Enterprise 
Manager GUI displays the various states of the specific retention locked fields on the 
Data Domain system such as Unique Identification Number (UUID), etc. (see Figure 6) 
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Figure 5: DD Enterprise Manager showing Retention Period and UUID stat. 

Please refer to the EMC Data Domain Operating System 5.2 Admin Guide and EMC 
Data Domain Operating System 5.2 Command Reference Guide for a detailed list and 
instructions on the full set of capabilities that are available for DD Retention Lock 
Governance edition on a Data Domain system. 

Data Domain Retention Lock Compliance Edition  
The DD Retention Lock Compliance edition meets the strict retention requirements of 
regulatory standards for electronic records such as SEC 17a-4(f) and other standards 
that are practiced worldwide.  

DD Retention Lock Compliance, when enabled on an MTree, ensures that all the files 
locked by an archiving application, for a time-based retention period cannot be 
deleted or overwritten under any circumstances until the retention period expires (see 
Figure 7). This is achieved via multiple hardening procedures such as securing the 
system clock from illegal updates, requiring “dual” sign-on for certain administrative 
actions, completely disallowing operations that could lead to a compromise in the 
state of locked and retained archive data, audit logging for any operations that are 
executed upon the locked archive data, and disabling of various “doors” of access 
where someone could compromise the state of the locked data or the state of the 
retention attributes. 
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Figure 6: A Data Domain system that is being used for backup and governance archive 
data can be configured for the additional use case of archive data that needs to meet 
compliance requirements. 

In summary, the DD Retention Lock Compliance capability in the EMC Data Domain 
Retention Lock product enables Data Domain systems to be the: 

• Industry’s first inline deduplication storage system that provides immutable 
file locking and secure data retention capabilities that meet a broad class of 
industry's strictest compliance standards for archive data 

• Industry’s first inline deduplication storage system enabling customers to 
deploy and co-locate both backup and archive data that has to meet 
Compliance requirements 

“Dual” Sign-On Requirements 

The most stringent requirement from compliance standards (such as SEC 17a-4(f)) is 
to ensure that any actions that could compromise the integrity of archive files prior to 
expiration of the retention period can only be executed by deliberate physical 
destruction methods.   

To meet this requirement, DD Retention Lock Compliance software edition provides a 
“dual” sign-on capability. This requires sign-on by the regular system administrator 
plus sign-on by a second authorized person (also referred to as “Security Officer”) to 
perform certain administrative actions (see Figure 8). This ensures certain 
administrative actions are under the purview and control of higher authority above 
and beyond the system administrator.    
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Figure 7: “Dual” sign-on capability of DD Retention Lock Compliance edition ensures 
that compliant archive data stored on the Data Domain system cannot be deleted 
under any circumstances. 

It is possible to have multiple Security Officers configured on a single Data Domain 
system. Thereby, any one of the Security Officers can authorize system commands on 
the Data Domain system that require Security Officer credentials. It is important to 
note that the system administrator creates the first Security Officer; and after that 
only that designated Security Officer can add more Security Officers as authorized 
users on the Data Domain system. Having multiple Security Officers is important for 
cases when one or more Security Officer is not available and certain critical 
operations have to be performed. In addition, creating multiple Security Officers in a 
single Data Domain system can prevent misuse of Security Officer authorization.  
Please refer to Cohasset’s Technical Assessment and Report (see EMC Powerlink) on 
Security Officer model of DD Retention Lock Compliance software edition. 

Specifically, the primary administrative actions that require a dual sign-on are: 

• Extending minimum or maximum retention periods of the MTree 

• Renaming the MTree 

• Deleting the installed Retention Lock Compliance license from the Data 
Domain system 

• Other system support or maintenance actions that could potentially 
compromise the integrity of stored record files where the retention period has 
not expired 

Additionally, the following are the operations or system commands that are 
completely locked down and therefore cannot be executed on the Data Domain 
system that has a DD Retention Lock Compliance license installed and enabled: 

• Destroying the entire Data Domain file system 

• Deleting an MTree with DD Retention Lock Compliance enabled – even if the 
MTree is empty and has no locked files stored on it 

• Disabling DD Retention Lock Compliance on an MTree after it’s been enabled 

http://powerlink.emc.com/km/appmanager/km/secureDesktop?_nfpb=true&_pageLabel=image7b&internalId=0b01406680465267&_irrt=true�
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• Reverting the state of the locked files on an MTree with DD Retention Lock 
Compliance enabled 

Secure System Clock 

Time-based retention is one of the primary requirements of regulatory compliance 
standards.  In order to meet this requirement, a Data Domain system needs to ensure 
that any undesired changes to the system clock cannot be executed. Specifically, DD 
Retention Lock Compliance prevents users from changing the system clock via either 
system commands (CLIs) or by using the DD Enterprise Manager.  

To ensure that the system clock cannot be modified, DD Retention Lock Compliance:  

• Requires Security Officer approval for any system commands that could 
change the system clock  

• Makes the system clock value persistent in the underlying storage by 
periodically writing it in the metadata file on the system  

o Then it will continuously check the current system clock time against 
this persistent system clock value   

o If the current time on the system clock is not within "acceptable" 
bounds (15 minutes) from this persistent time information, then this is 
considered as a skew    

o DD Retention Lock Compliance keeps track of the total skew for the 
current year and if the total skew becomes more than 2 weeks in that 
year, the system is locked down and the Data Domain file system will 
shut down    

o If the Data Domain system is locked down due to security clock 
violation, then it can only be resumed by providing Security Officer 
credentials  

Audit Logging 

Auditing capabilities are a requirement to meet compliance standards. Specifically, 
audit logs have to be kept for operations on locked data. This puts a requirement 
both on the archiving application and the Data Domain storage system. The logging of 
operations on the customer data is maintained by the archiving application being 
used. Separately, the Data Domain system logs all management operations that 
affect locked files stored on the Data Domain system. All relevant operations are 
logged in a separate audit log that is available to the Security Officer. The system 
administrator cannot modify the audit log file on the Data Domain system that has DD 
Retention Lock Compliance edition installed and enabled. 

Compliance Standards 

Compliance standards exist to verify that products comply with different industry 
standards. It’s critical that customers ensure that a product used for secure retention 
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of archive data receive a technical certification of standards compliance from a 3rd 
party with deep knowledge of regulatory standards and industry credibility. 

In general, there are five United States federal regulations; the most notable being 
SEC Rule 17a-4(f). There is one international ISO standard and one European Union 
electronic records management guidance document.  Refer to Table 1 below that lists 
various compliance regulations, industries impacted and the relevant DD Retention 
Lock edition that meets those requirements: 

Compliance Regulation Regulatory Agency Industry/Vertical 
Impacted 

Data Domain 
Retention Lock 

software  

Sarbanes-Oxley (SOX) Securities & Exchange 
Commission (SEC) 

Public Companies DD Retention Lock 
Compliance edition 

SEC 17a-4(f) Securities & Exchange 
Commission (SEC) 

Financial Services DD Retention Lock 
Compliance edition 
and DD Replicator 
software 

21 CFR Part 11 Food and Drug 
Administration (FDA) 

Pharmaceutical DD Retention Lock 
software 

CFTC Rule 1.31b Commodity Futures 
Trading Commission 

Financial Services DD Retention Lock 
Compliance edition 

HIPAA  US Health and Human 
Services 

Healthcare Services DD Retention Lock 
software 

ISO Standard 15489-1 International 
Standards 
Organization 

Public Companies DD Retention Lock 
Compliance edition 

MoREQ 2 (Model 
Requirements for the 
Management of 
Electronic Records) 

European 
Commission 

Public Companies DD Retention Lock 
Compliance edition 

Table 1: Summary of Regulatory Standards that DD Retention Lock software meets - 
from a Compliance Storage requirements perspective 

Technical Assessment 

EMC engaged Cohasset Associates, an industry-leading records management 
consulting firm, for a independent and thorough technical assessment of the 
capabilities of the DD Retention Lock Compliance edition relative to meeting the strict 
requirements set forth in SEC Rule 17a-4(f) and a number of other regulatory 
compliance standards practiced worldwide.   

Cohasset Associates performed an extensive technical due diligence on the features 
and functionality that are available via the DD Retention Lock Compliance software 
and certified that the EMC Data Domain Retention Lock Compliance on the Data 
Domain system meets the relevant requirements of SEC 17a-4(f).  

This means that during the SEC required retention period a Data Domain system with 
DD Retention Lock Compliance software:  
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• Provides the integrated control codes and record file management capabilities 
that ensures protection of record files from overwrite or erasure  

• Provides for initial and ongoing accuracy and quality of the stored records  

• Uniquely identifies each record file and duplicate copy  

• Provides for a duplicate copy of the record files and recovery from the 
duplicate copy if required 

Supported Protocols 
DD Retention Lock software is qualified and certified with industry leading archiving 
applications such as EMC SourceOne, EMC DiskXTender, Symantec Enterprise Vault, 
etc. and is compatible via the industry-standard, NAS-based (CIFS, NFS) Write-Once-
Read-Many (WORM) protocols (see Table 2). For a complete list of archiving and 
tiering applications that are qualified on Data Domain systems, please refer to the 
Data Domain Archiving Applications Compatibility Matrix.  

Customers using backup applications such as EMC NetWorker, Symantec NetBackup, 
can also use custom scripts to control the DD Retention Lock software on the EMC 
Data Domain systems. For information on creating custom scripts to manage the 
retention policies of individual files, please see the EMC Data Domain Operating 
System 5.2 Admin Guide and refer to the section on “Retention Lock”.    

Protocol 
Name 

Support with DD Retention 
Lock software 

Notes 

NFS Supported with both DD 
Retention Lock Governance 
and DD Retention 
Compliance  

 

CIFS Supported with both DD 
Retention Lock Governance 
and DD Retention 
Compliance 

 

VTL Supported only with DD 
Retention Lock Governance  

• Virtual tapes are represented as files 
on the Data Domain file system 

• When customer creates a storage 
pool (a collection of tapes that map 
to a directory on the file system) 

• Once created, one can use DD 
Replicator and DD Retention Lock on 
this MTree 

Table 2: Data Domain Retention Lock software support per protocol 

https://my.datadomain.com/download/matrices/appliance/Archive_compatibility_matrix.pdf?fsearch=1&query=SourceOne&pagenumber=1&size=10&index=2&filterids=�
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Considerations for Replication and Extended Retention 
Many companies have minimized the use of tape automation in their IT infrastructure 
by deploying deduplication storage for backup and operational recovery - EMC Data 
Domain deduplication storage systems have been the market leaders in this category.   
In general, operational recovery includes retention periods from a few weeks to a few 
months. In addition, Data Domain systems also continue to revolutionize for backup 
and archive data that needs to be retained for longer period of times (years). By 
consolidating backup and archive data on a Data Domain system, storage 
requirements can be reduced in size by 10 to 30x, making disk cost-effective for 
onsite retention, and highly efficient for network-based replication to disaster 
recovery sites.  

All Data Domain systems, irrespective of the retention requirements, present a single, 
filesystem across all storage to enable ease-of-use and simple management. This 
single filesystem can be completely or partially exposed as CIFS shares (for archiving 
applications), NFS mount points (for Unix/Linux), VTL for open systems and IBM i 
and/or through advanced integration with Data Domain Boost (for EMC Avamar, EMC 
Networker, EMC Greenplum Symantec NetBackup, Symantec Backup Exec, Oracle 
RMAN and Quest vRanger). 

The Data Domain system is protected by Data Domain RAID-6 functionality to protect 
any storage shelf from up to two simultaneous disk failures while maintaining 
availability.  Additionally, the system is protected by the EMC Data Domain Data 
Invulnerability Architecture providing the industry’s best defense against data 
integrity issues. Inline write and read verification protects against and automatically 
recovers from data integrity issues during data ingest and retrieval. Continuous fault 
detection and self-healing features protect data throughout its lifecycle on all Data 
Domain systems.  For more information, see the EMC Data Domain Data 
Invulnerability Architecture white paper. 

DD Retention Lock Governance and Replication 

Like most storage platforms, disaster recovery configuration is critical to a Data 
Domain system deployment. It is important to keep a full replica of all stored data in a 
separate system in a remote site that is protected from disasters and catastrophes.  
For Data Domain systems, EMC Data Domain Replicator software provides simple, 
fast, robust WAN-based disaster recovery for the enterprise. It offers numerous 
replication types and policies and also supports a wide variety of topologies to meet 
the needs of various deployments.  

For archive data that is locked for a specified period of time on an EMC Data Domain 
system, it is critical for customers to be able to maintain the replicated copy of both 
the locked data and the retention attributes on the destination Data Domain system 
for disaster recovery scenarios.   

http://www.emc.com/collateral/software/white-papers/h7219-data-domain-data-invul-arch-wp.pdf�
http://www.emc.com/collateral/software/white-papers/h7219-data-domain-data-invul-arch-wp.pdf�
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Figure 8: DD Replicator copies both the locked governance archive data and retention 
period from the source Data Domain system to the destination Data Domain system. 

Collection replication, MTree replication, and directory replication replicate (see 
Figure 8) the locked or unlocked state of files that are stored on the Governance 
enabled MTrees (see Table 3). This ensures that files that are locked on the source 
system remain locked after replication to the destination system. Only the source 
Data Domain system needs a DD Retention Lock Governance license for the locked 
data to be replicated and stored in the locked state on the destination Data Domain 
system.  

Replication Type Support for replicating 
locked data 

Support for replicating 
retention periods 

Directory Replication Yes No 
Collection 
Replication 

Yes Yes 

MTree Replication Yes Yes 
Table 3 Support for replicating locked data and metadata per Replication type 

DD Retention Lock Compliance and Replication 

An absolute requirement for meeting compliance standards is to “store separately 
from the original a duplicate copy of the record stored on any medium acceptable”. 
Specifically, this rule from the SEC 17a-4(f) compliance standard requires that a 
separate copy of locked archive data must be stored on a secondary Data Domain 
system with the same retention attributes as the original. Therefore, DD Retention 
Lock Compliance must allow for replication of compliant archive data and make sure 
that both the source and destination systems meet compliance requirements (see 
Figure 9). 
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Figure 9: Collection Replication copies the backup and archive data from source EMC 
Data Domain system to the destination EMC Data Domain system  

With Data Domain Operating System 5.2, collection replication (one of the types of 
the replication supported by DD Replicator software) can be used to replicate the 
retention attributes of the locked archive files and associated MTrees to the 
destination Data Domain system. Note, that for collection replication, the replica is an 
exact read-only copy of the source Data Domain system (see EMC Data Domain 
Replicator White Paper for details). Here’s an example scenario that expands on this 
capability for net new deployment of backup and archive data on an EMC Data 
Domain system:   

1. Customer buys a pair of Data Domain systems and installs DD Replicator 
software, DD Retention Lock Governance software, and DD Retention Lock 
Compliance software.    

2. To consolidate both backup and archive data on the Data Domain system, the 
customer deploys backup data on MTree1, governance archive data on 
MTree2, and compliant archive data on MTree3.   

3. In this scenario, given that compliance archive data must be replicated to a 
destination Data Domain system, the customer uses collection replication to 
meet disaster recovery requirements and needs of backup and archive data.  

Furthermore, DD Retention Lock Compliance ensures that initialization, recover, and 
sync operations of collection replication will only proceed if the DD Retention Lock 
Compliance license is enabled on both the source and destination EMC Data Domain 
systems. DD Retention Lock Compliance disallows replication from a non-compliant 
source Data Domain system to a destination Data Domain system that does not have 
DD Retention Lock Compliance enabled. Finally, DD Retention Lock Compliance 
ensures that any system commands or operations that either disable or break 
replication are under the purview of the Security Officer and can only be successfully 
executed after “dual” sign-on.  

DD Retention Lock and DD Extended Retention 

DD Extended Retention software increases the storage scalability of a Data Domain 
system to enable cost-effective long-term retention of backup data on deduplicated 
disk. DD Retention Lock software is supported on DD systems that are enabled with 
DD Extended Retention software. Specifically, customers can install either DD 

http://www.emc.com/collateral/software/white-papers/h7082-data-domain-replicator-wp.pdf�
http://www.emc.com/collateral/software/white-papers/h7082-data-domain-replicator-wp.pdf�
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Retention Lock Governance edition or DD Retention Lock Compliance edition or both 
on a Data Domain system with DD Extended Retention software.   

On a Data Domain system with DD Extended Retention software installed, archive 
files that are locked on the active tier, with either DD Retention Lock Governance 
edition or DD Retention Lock Compliance edition, will remain locked when migrated to 
the retention tier. Once the retention period expires, the files on the retention tier can 
be deleted, but cannot be modified.  

Conclusion  
Customers continue to see exponential growth in unstructured data that is 
proliferating across their primary storage systems. While the majority of this data is 
seldom accessed, it cannot be deleted due to governance or compliance data 
retention requirements. Therefore, many customers are looking to move this data to a 
more cost-effective archive storage platform for secure data retention – and, better 
yet to consolidate complementary data sets from archive and backup workloads on 
the same deduplication storage to reap additional cost savings and storage 
efficiency. This has resulted in rapid adoption of formal archiving processes and 
impressive growth in the disk-based archive storage market.  

EMC® Data Domain® deduplication storage systems continue to revolutionize disk 
backup, archiving, and disaster recovery with high-speed, inline deduplication. By 
consolidating backup and archive data on a Data Domain system, storage 
requirements can be reduced in size by 10 to 30x, making disk cost-effective for 
onsite retention, and highly efficient for network-based replication to disaster 
recovery sites.    

By deploying EMC Data Domain Retention Lock® software on Data Domain systems, 
users can securely manage the retention requirements that are placed on archive 
data. Data Domain Retention Lock software provides immutable file locking for both 
governance and compliance archive data sets, easily integrates with leading 
archiving applications, and allows the consolidation of both governance and 
compliance archive data with different retention periods on the same Data Domain 
system. The DD Retention Lock Compliance capability in the EMC Data Domain 
Retention Lock software enables Data Domain systems to be the industry’s first inline 
deduplication storage system that meets a broad class of industry's strictest 
compliance standards for archive data. 
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